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Baptist Medical Center (EEERFEHIMNZEREREBE)
2022- BERHWHEREIEME. ZBHREERPESARRS

HOME » TECH

533 million|Facebook users' phone numbers and personal

data have been leaked online

Aaron Holmes Apr3 2021, 10:41 PM [} f
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H@Ayﬁgiu 154H A° game online network that led to the theft of names, addresses and possibly credit

card data belonging tcl 77 million user accountslin what is one of the largest-ever

Internet security break-ins.
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IBERIR (Garbled Circuit)
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HI% (Garbled Circuit)

LB X PR AR SRS T IR

"SI THERRER

a b e
0 0 0

0 1 0

1 0 0

1 1 1

3= )15

B(ER == WA -->HiHaiRGd

>

i) =1 ST
BE%

a b aith
Xa0 Xbo Xco
Xa0 Xb1 Xco
Xa1 Xbo Xco

Xa1 Xb1 Xec1



IBERIR (Garbled Circuit)
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Definition 1: e-differentially private mechanism. Given ¢ > 0, M is e- (hffelentlalh private, 1ff for
all neighboring databases (D, D'), and for any sets of outputs S C R: Pr[M (D) € S] < e Pr[M(D’) € S]

____________________________________________________

. {ESPEIIREE (neighboring databases): | | MO)HIM(D )R E RS
D, D’ {HERS—5HIR ; g
PrM(D)eS] _ .

' Pr[M(D’)e S] —

. HAR I FARRE (privacy budget)

____________________________________________________
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AIEHE - SABE

o (BIEEN ELEETEEEE
° “E'{E “ﬁi@u ‘E/— £ 31:;

o FIEZREMN “HIWR” FEo=/riiE

B - BT 1ER
void moveTimber(Person p, Timber t) {
if (canMoveTimber(p,t)) {

p.money += 1000;
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AEHR - B54EA

IR ERLIEHE BARIAILE
S/ THEE R (integrity) . FARRYE (confidentiality)
(SEFLETE BRI, BT

AETEEA == RE (F8F) + B (R=)
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A[{E¥E1RIER --- TPM (Trusted Platform Module)
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A[{SH{TIAE --- TEE (Trusted Execution Environment)

AMIENET, I8IE --- SHFRRE
CPURIBARIRE --- X9 HFMXIE (normal and secure world)

Normal
52 World
é% Secure
World

int

&

OP-TEE
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It works like this:
\ \ve “your device downloads the current model, improves it by learning
H%;EB > from data on your phone, and then summarizes the changes as a

-E = small focused update. Only this update to the model is sent to the
57 ] cloud, using encrypted communication, where it is immediately
= it averaged with other user updates to improve the shared model. All
FUEH 7S . ) : .
&g = the training data remains on your device, and no individual updates
Ezg = ® i are stored in the cloud.”
L : | B
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VarSem (GPCE’20)
k& Rk
o —NHRYEERDTERA: FEEN ST (VUSA)

o HBIBEEBNNEE (e.g., B, IR, GPSALR)

o —MHTHSUBAFEIES: VarSem
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e ‘"passwd" --11M
e "p_wd"--9,258
e '"pass wd" --280
e "p w d"--164

e single letter "p"

e irrelevant string "abc"

- 11581 Passwords

=157 g e fi
.-1(:))”&'[& tTuncs

(‘ nOOETypc-

Turn void 1 ‘): \Ca-Call(c,i)J-'x)‘m“u...
l‘F(e b app 4',\'('3[d])c))‘- ===€)b’(~u ‘
,b){for(var c=ib.length,e=i,d=a.lengn

),e= =functio n(){return a. apply(’

e
((f_b .getElen \tById(*i)_)g)'&f[h‘;‘-:':‘(
1 " sfor(h= 4 lerﬁi‘z‘; e i)
) Qp »\
for(Va‘" ComiT 4 el ,4((
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“The meaning of a word ic
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(1) ESRW (i.e., IBEOHH)
(2) fERZFHRRIRE (.0 1BIRDR)




7= - 175l Passwords

string pwd
' char passwd . I:I-'I:ID
int p | CD
' char* p_wd ! ED
’ Coao

VARSEM

Likelihood

string pwd
char passwd
int p

char* p_wd

BT 71.0%
] 05.7%
2T 0.3%
EETETIEE] 22.2%
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(a) MFR ovjecty RBIAIIRE

-

o3

Private field

)

—

Java
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ObEx (ManLang'17)

Fi% & ik
e AU B AJEH
o FoEEEEaEREE

o EA#[: compare, statistics (sum, average, etc..)

o HEER" BIFIE" R

o B AKIAAIREIMax number of accesses

o ZIHAATB) Time-to-expiration

o AERIEFAHA
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(b) AR AIRIIRE

‘0

X1y
(AI{EMATIAER - TEE)

OP-TEE
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RT-Trust (GPCE'18 & COLA’19)
B & &k

o WTEERIIBEEIEL
o AT RYIRIEIREY
o TEFDIT --- IBREWEICEINHERITAR (e.9., real-time constraints)
o IFFCIESHIENIER
o RPCHRIB&KIER
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&R nl PR IR

° fmﬁﬁlﬂfj—ff(PtrSplit Liu etal. 2017; Glamdring Lind et al. 2017; RT-Trust Liu et al. 2018,2020)
RFTFEHRSMEZ2X

o AFEWFIPHIRABWIEE
o (UBBHUTRE T
o ZERE
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TEE-insourcing (TrustCom’20, JSS'22)

B sensitive
@ non-sensitive

(a) non-sensitive

A non-sensitive
functions
.C function list c

______ _I_ R Info PA— Sensitivity A M Taint Function | I

:- . Collector Analyzer Analyzer Insourcer T il
Wl sensitive functions sensitive functions

1

1

1

]

1

, , ' 1‘

! 1

non-sensitive : 1) Variables Sensitivity Analysis 2) Taint Analysis 3) Migrating j
functions . Functions !
! 1
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(c) BUREHENIIZFHIFSAALRIP

Explicit Intent, Implicit Intent

7 7
a intent intent n

Source Destination
App App
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% et
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&. FFIRFIPPRHAMRINGE (SecureComm’21, JSS’22)

W A AEEEFEEER(untrusted-but-not-
. malicious)# apps RIEHHE
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Go-Belween

Our solution — Go-Between (MobiCASE’21)

@ On-device RIEUIBRHS=IELE, (EA— EIEREM, BEEHD
AppiRHEHUEREEUE, WHSRISIESRIEHAIFRPRIFRITE
ifl.

@ KEERI SRS FNZZETERT, NTRPApPH]
SUERSFA.
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